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(57) Abstract: A method and system is presented for 
a digital licensing scheme that separates the product 
license (154) from the digital file (100) containing 
the copyrightable material. According to the present 
invention, the files (100) can be downloaded from any 
server, and transferred from user (150) to user (150), even 
after the file (100) has been licensed. The present invention 
utilizes producer software (112) running on a vendor's 
computer, server software running on a computer provided 
by the license provider (130), and player software (152) 
operating on the user's computer. Digitally encrypted 
communication streams keep communications between 
the producer software (112), the license provider (130), 
and the player software (152) confidential. A software 
component running on the user's computer checks to 
make sure that the appropriate product license (154) has 
been purchased. This is accomplished by comparing the 
product ID (102) in the product license (154) with the 
product ID (102) contained in the product file (100). The 
software also checks that the user (150) seeking to play the 
product file (100) is the user (150) that actually paid for 
the license (154). This is accomplished by comparing the 
user ID (156) in the product license (154) with a user ID 
(156) in a user license (160). Finally, an operating system 
ID (162) found in the user license (160) is compared with 
the same information obtained from the currently running 
operating system, to ensure that the user license (160) was 
created for the currently operating computer. 
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METHOD AND SYSTEM FOR LICENSING DIGITAL WORKS 

Technical Field 

The present invention relates generally to a system and 
method for controlling access to copyrighted materials in a digital 
format. More particularly, the present invention relates to a system 
for creating and maintaining licenses that exist separate from the 
copyrighted materials. 

Background of the Invention 

The widespread demand for music and the growing 
availability of the Internet as a means of commerce have resulted in 
a multibillion-dollar industry for audio compact disks (''CDs'') sales 
via the Internet, In 1999, the sales of physical CDs via the Internet 
accounted for $890 million. It is anticipated that this will grow to 
$6.7 billion by the year 2003. 

Along side this growth in the sales of physical CDs is the 
explosive growth in Internet music downloads. Audio compression 
technologies such as MP3 (MPEG Layer III) have allowed digital 
music to be stored at compression rates of 10-1 or better. This 
compression technology, along with the rise of the Internet and 
increasing bandwidth, have led to an explosion of downloadable 
digital music available over the Internet. Individtial tracks of music 
can now be downloaded from the World Wide Web, sent via e- 
mail, or stored and downloaded via FTP sites and Usenet 
newsgroups. 

This new technology has brought new challenges to the 
policing of copyright interests in materials distributed in or 
convertible to digital form. Unauthorized copying of digital 
materials is of particular concern in the music industry, though 
efforts have been made to prevent it. One approach is to control 



access to the digital files, requiring the receipt of payment before the 
file can be downloaded. To prevent redistribution of files that have 
been downloaded, technology has been applied in attempt to limit 
the ability to access the files to a particular computer. 

U.S. Patent No. 5, 765,152 to Erickson ("Erickson '152") 
describes a system and method for managing copyrighted electronic 
media. Erickson '152 describes the use of a registration system to 
make documents available over a computer network, and an 
authorization system for end-users to obtain the desired level of 
permission to use and alter the document. End users are then able 
to subsequently register the resulting derivative work. According to 
the Erickson '152 system, permissions are attached to the document 
file, and the user downloads or accesses the document file with the 
appropriate permissions attached to the document file. Thus, the 
permissions must co-exist with the documents. This is 
disadvantageous for a number of reasons. For example, if the user 
loses a document file, he/she also loses their permission to use the 
document. Further, Erickson's system contemplates distribution of 
documents through specific servers, i.e. the author does not have 
the option of posting the document from any server he/she chooses 
and this may be insufficient to meet the author's marketing 
objectives. Finally, once the document is downloaded and licensed, 
it cannot be further distributed since the site specific license is 
embedded in the file. 

What is needed is a secure, digital licensing scheme that 
allows easy and widespread distribution of copyrightable materials, 
while at the same time preventing subsequent unauthorized access. 
Further, it would be advantageous for an authorized user to 
transport licensed materials between several computers. Finally, 
what is needed is a secure and convenient method of distributing 



music files, where a producer of the music can distribute files to 
potential customers without having to attend to licensing and 
selling functions. 

Summary of the Invention 

The present invention provides a digital licensing scheme 
that separates the license from the digital file containing the 
copyrightable material. According to the present invention, the files 
can be downloaded from any server, and transferred from user to 
user, even after the file has been licensed. 

The present invention utilizes producer software running on 
a vendor's computer, server software running on a computer 
provided by the license provider, and player software operating on 
the user's computer. Digitally encrypted communication streams 
keep certain communications between the producer software, the 
license provider, and the player software confidential. 

A software component running on the user's computer 
checks to make sure that the appropriate product license has been 
purchased before allowing access to a digital product file. This is 
accomplished by comparing the product ID in the product license 
with the product ID contained in the product file. The software also 
checks that the user seeking to play the product file is the user that 
actually paid for the license. This is accomplished by comparing the 
user ID in the product license with a user ID in a user license. 
Finally, an operating system ID found in the user license is 
compared with the same information obtained from the currently 
running operating system, to ensure that the user license was 
created for the currently operating computer. 
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Brief Description of the Drawings 

Figure 1 is a schematic illustration of the major components 
of the present invention. 

Figure 2 is a schematic illustration of the present invention 
showing the flow of data through the components. 

Figure 3 is a flow chart showing the process for creating a file. 

Figure 4 is a flow chart showing the process for registering a 

file. 

Figure 5 is a flow chart showing the process for playing a 
product file. 

Figure 6 is a flow chart showing the process for verifying a 
product license. 

Figure 7 is a flow chart showing the process for obtaining a 
product license. 

Figure 8 is a flow chart showing the process for verifying a 
user license. 

Figure 9 is a schematic illustration of the tables comprising 
the database used in the preferred embodiment of the present 
invention. 

Detailed Description of the Invention 
1. Overview 

As shown in Figure 1, the present invention provides a 
method and system for creating, playing, and licensing digital 
content files 100. For the purpose of example, the present invention 
will be described in the context of files containing digital music 



tracks. However, the present invention is equally applicable to files 
containing any type of digital material for which licensing is desired. 

In the preferred embodiment, there are four parties who 
utilize aspects of the present invention. The first is the vendor 110, 
who supplies the source materials and creates the music file 100. 
The second party is the remote license provider 130, who is 
responsible for providing information for the creation and licensing 
of file 100. The third party is the user 150, who receives the file 100 
from the vendor 110 and licenses the file 100 from the remote 
license provider 130. Finally, a payment service 170 ensures 
payment of a license fee to the vendor 110 when the license 
provider 130 has provided a license to the user 150. The 
communication between these entities could occur through any 
standard communication protocol. In the preferred embodiment, 
communication between remote computing applications is 
accomplished through remote procedure calls, or RPCs. Note that 
the functions performed by each of these entities would be 
fundamentally the same even if one entity took on the functions of 
one or two other entities shown in Figure 1. The present invention 
would not be altered by such a combination of functions in single 
entity. 

The vendor 110 could be a music producer, a record label, an 
independent band, or any other party who has the right to duplicate 
and distribute the content placed in file 100. The vendor 110 creates 
the file 100 using a producer program 112, which is represented in 
Figure 1 with a funnel. This representation illustrates that the 
producer 112 takes numerous and disparate sources of content and 
combines them into a single file 100. 

As illustrated in Figure 1, producer 112 can accept as input 
multiple tracks of music 114, data 116, and images 118. The data 116 



included in the file 100 could include lyrics, liner notes, UPC Codes 
for a CD, or information about the music such as the name of the 
musician(s), the title of the music collection and its individual 
tracks, etc. The images 118 may be still images that the vendor 110 
wishes to have displayed whenever the file 100 is played. 
Additionally, the images 118 may be photographs of musicians, 
video images, cover art, or any other type of multi-media content. 

The format of the inputted materials 114-118 is immaterial to 
the present invention, as the materials 114-118 can either be 
converted by the producer program 112 to a preferred format in the 
product file 100, or the materials 114-118 can simply be stored in the 
file 100 in their original format. For instance, music data 114 can be 
provided in any known music format such as traditional CD audio 
format or a standard waveform format such as WAV, AIFF, or AU. 
The producer software 112 would preferably save the music data 114 
in a compressed format such as MP3. Images can be stored in any of 
the well-known compressed file types such as JPEG or GIF. Video 
images 118 can also be added and stored in a compressed format 
such as AVI (Video for Windows), MPEG, or Quicktime. 

The producer program 112 is in communication with the 
license provider 130, specifically the registration server 132 operated 
by the license provider 130. The vendor 110 is identified to the 
license provider 130 by including its unique vendor ID 120 in its 
communications. The registration server 132 can be physically 
located on the same or nearby computer used by vendor 110 for the 
producer software 112. Ideally, however, the registration server 132 
is remotely located, and in communication with multiple producer 
programs 112. The license provider 130 also operates a database 134, 
which stores information about vendors 110, users 150, product files 



100, and licenses; and a license server 136, which is used to control 
the licensing of product files 100. 

While the registration server 132, database 134, and license 
server 136 are illustrated as separate entities in Figure 1, it is well 
within the scope of the invention to combine these services into 
one or two separate entities. For instance, a single application 
running on a single computer could provide all of the functionality 
of the registration server 132, database 134, and license server 136. 
Alternatively, the two servers 132, 136 could be combined and 
communicate with database 134. It is even within the scope of the 
present invention to have multiple registration servers 132 and 
license servers 136 functioning simultaneously. 

More detail about the registration server 132, database 134, 
and the license server 136 can be seen in Figure 2. Registration 
server 132 has two main components, vendor registration 140, and 
product registration 141. License server 136 has three main 
components; namely a user registration component 142, a license 
purchase component 143, and a payment authorization component 
144. These components are simply one way of dividing the 
functions of the two servers 132, 136. Many ways are possible and 
within the scope of the present invention. 

Similarly, in the preferred embodiment, database 134 contains 
entries (tables or sub-databases) for at least the following types of 
data: vendors 145, products 146, users 147, and product licenses 148. 
More detail concerning the tables in the database 134 of the preferred 
embodiment can be seen in Figure 9, as described below. 

Returning to Figure 1, the product file 100 that is created by 
the producer software 112 contains the music 114, data 116, and 
images 118 that were entered into producer 112. This content 104 is 



stored in an encrypted format in the file 100. File 100 also contains a 
vendor ID 120 that indicates the vendor 110 who created the file 100, 
as well as a product ID 102 that uniquely identifies the product file 
100. The vendor 110 can make the product file 100 available to users 
150 in a variety of manners well known in the prior art, such as 
through download from a web site or via FTP. The vendor 110, the 
license provider 130, or any other party can host these sites, since 
there is no need for the party hosting the product file 100 to be a 
license provider 130. The product file 100 is not altered after creation 
by the vendor 110. Consequently, the product file 100 can be freely 
transferred from user 150 to user 150, with each user being able to 
separately license the file 100. 

The user 150 can access the content 104 on the product file 100 
using player software 152. In the preferred embodiment, where the 
content 104 of file 100 contains music 114 and related materials 116, 
118, the player software 152 is capable of playing the music 114 to end 
users, while also allowing users access to the lyrics, images, and 
other content 104 in file 100. A sophisticated player 152 would also 
be able to take a UPC code from the product file 100 and 
electronically search various audio/video Internet-based retailers 
for the availability and price of physical copies (such as a CD) of the 
music collection in file 100. 

To have total access to the encrypted content 104 in file 100, 
the user 150 will have to obtain a product license 154 that contains 
the decryption key 158 specific for that product file 100. The product 
license is obtained by interaction between the player software 152 
and the license server 136. Alternatively, product licensing could be 
handled at the user 150 level by a different program operating on the 
same computer as, and in conjunction with, the player software 152. 
For ease in description, the player software 152 will be described as 



having both playback capabilities and license handling capabilities, 
although it would be well within the scope of the present invention 
to split these actions into two separate interacting programs. 

Because a product license 154 is also specific for a particular 
user 150, the user 150 must obtain their own user license 160 from 
license server 136 before any products 100 can be licensed. The 
product license 154 and the user license 160 are both stored at the 
computer of the user 150 as well as in the database 134 of the license 
provider 130. In order to protect the product license 154 and user 
license 160 from unauthorized access and alteration, both licenses 
154, 160 are protected with triple-DES ("3DES") encryption. The 
product license 154 is limited to a specific product file 100 because 
the product license contains the product ID 102. The product license 
154 is also limited to a particular user by containing a user ID 156, 
which is also found in the user license 160. The user license 160 is 
limited to a particular user 150 in part by tying the user license 160 to 
identifying information 162 stored in the operating system 164 of 
the user's computer. Because in the preferred embodiment the user 
license 160 will contain credit card numbers and other confidential 
information of the user 150, the user license 160 will be protected by 
password 163. 

As part of the license process, the user 150 will authorize that 
a payment be made in return for the license. Thus, before the user 
license 160 is returned to the user, the license server 136 will contact 
the payment service 170 to collect payment from the user 150. 
Typically, this will be done through either a credit card transaction 
or through some type of electronic cash or some similar Internet 
payment system. The payment service 170 is generally capable of 
directly crediting an account belonging to the vendor 110 that 
created the product file 100. 
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2. File Creation Process 200 

Figure 2 shows the flow of data through the various 
components of the system. This Figure 2 is best viewed in light of 
the flow charts found in Figures 3 through 8. Where possible, the 
steps found in the flow charts are shown with arrows on Figure 2, 
with the step reference numeral on or near the arrow. 

The procedure for creating file 100 is shown as process 200 in 
Figure 3. First, the vendor 110 accumulates in the producer program 
112 the materials 114-118 that will be combined into file 100, as seen 
in step 202. The producer program 112 will then contact the 
registration server 132, and the registration server 132 determines 
whether the vendor 110 needs to register as a new vendor (step 204). 
Alternatively, producer program 112 could merely search for vendor 
ID 120 on its local computer to determine if it needs to register. If the 
vendor 110 has not previously registered, vendor 110 provides 
information about itself, which is used by the registration server 132 
to create a vendor entry in database 134 (step 206). In this process, 
registration server 132 assigns a vendor ID 120 to the vendor 110 
(step 208). The vendor ID 120 is then stored both in the database 134 
in the vendor record 145 and in the computer used by vendor 110. 
The vendor ID 120 is preferably stored in the operating system 
registry of the computer used by the vendor 110. It is also preferred 
to allow the vendor 110 to freely move the vendor ID 120 to 
multiple computers, thereby allowing the vendor 110 to make 
music files 100 from multiple locations or through multiple 
employees. The vendor ID 120 is then used in all later 
communications between the registration server 132 and the 
vendor 110. 

Alternatively, rather than requiring information from the 
vendor 110 at the time the vendor entry is made into the database 
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134, an entry can be made with no information merely to create a 
vendor ID 120. The vendor 110 could then be allowed to enter and 
edit information about itself and its product files 100 at a later date, 
such as by logging in with the vendor ID 120 at a web site. 

Once the vendor 110 is registered as a vendor, the producer 
software 112 contacts the registration server 132 and sends to server 
132 its vendor ID 120 and information about the file 100 being 
created (step 210). The information sent will include the product 
name, the license fee amount, and the category or group in which 
the vendor 110 wishes to locate the file product 100. These categories 
can be universal categories, or, preferably, be categories created and 
separately maintained for each vendor 110. 

The registration server 132 then creates a product entry 146 in 
the database 134 and returns the information need by the producer 
software 112 to create file 100 (step 212). Specifically, the registration 
server 132 returns a product ID 102 and a DES encryption key. The 
details surrounding the submission of product information to the 
registration server and the return of the product ID 102 and 
encryption key (steps 210 and 212) are described in more detail below 
in connection with Figure 4. 

The producer program 112 inserts the received product ID 102 
in the file 100 being created (step 214). To ensure against 
unauthorized access to the music in file 100, at least the music 
information is encrypted with the product specific DES encryption 
key received from the registration server 132 (step 216). In the 
preferred embodiment, encryption is also used to protect header 
sections of file 100. The encryption of header sections is preferably 
done with a general DES encryption key that is the same with all 
copies of producer program 112, rather than the product specific DES 
key returned by the registration server 132. The header section 
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contains basic information about the file, including title and 
musician, and also the checksums that guarantee the integrity of the 
content 104. The preferred embodiment also uses headers to define 
basic information about each track of music contained in file 100. 
These track headers are also compressed with the DES key known to 
all producer applications 112 as well as all player software 152. 

After the encryption is finished in step 216, the producer 
software 112 saves the complete music file 100 (step 218). The 
process of creating file 100 is then complete, as shown as step 220. 

3. File Registration Process 240 

The details of the file registration process 240 are set forth in 
Figure 4. The first step 242 is for the producer software 112 to create a 
unique 3DES encryption key for the upcoming communication 
session with the license provider 130. The 3DES encryption 
algorithm is a symmetrical encryption system. Thus, this newly 
created 3DES session key must be communicated to the license 
provider 130 before 3DES encryption can be used for 
communication. In order to transmit this session key to the license 
provider 130 in a secure fashion, the session key is itself encrypted 
with a public encryption key whose matching private key is known 
only to the license provider 130 (step 244). 

The encrypted session key is then transmitted along with the 
product information and the vendor ID 120 to license provider 130, 
as shown in step 246. The license provider 130 then uses its private 
key to decrypt the 3DES session key created by producer software 112 
(step 248). 

The next step 250 is to create a new product entry 146 into 
database 134 using the information transmitted along with the 
session key in step 246. When a new product is entered into database 
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134, the license provider 130 creates a product ID 102 and stores this 
ID 102 with the other product information in database 134 (step 252). 
In addition to the product ID 102, the license provider 130 also 
generates a random DES encryption key that will serve as the 
product encryption key (step 254). This product encryption key is 
also stored with the product information in database 134. 

It is now necessary to transmit the newly generated product 
ID 102 and product encryption key back to the producer software 112. 
In order to transmit this information securely, it is encrypted using 
the session key that was previously generated by producer software 
112 (step 256). Once this is accomplished, the encrypted product ID 
102 and the product encryption key can be transmitted back to 
vendor 110 (step 258), and the register file process is completed (step 
260). 

4. Playing a Product File 300 

Figure 5 shows the process 300 for playing a product file 100. 
The process 300 starts by the user 150 obtaining the product file 100 
created by vendor 110 (step 302). Typically, this is done by 
downloading the file 100 from a web site sponsored by vendor 110, 
license provider 130, or any other source. In addition, since the file 
100 is not changed during the license process, user 150 can obtain the 
file 100 from any other user 150, regardless of whether the other user 
150 had licensed the product 100 or not. 

The next step in playing the file 100 is for the player software 
152 to determine whether or not user 150 has a valid product license 
154 for the file 100. This is done in process 350, which is described 
below in more detail in connection with Figure 6. Player 152 takes 
different steps depending on whether a valid product license exists, 
which is analyzed in step 304. If there is no valid product license 154, 
the product file 100 is examined to determine whether any preview 
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content exists in the file (step 306). If there is preview content, that 
content is then played by the player 152 in step 308. 

While the preview is playing, the player 152 should then 
present user 150 with the option to purchase a product license 154 
for the file 100. This is done in step 310, which is also performed 
even if the file 100 did not contain preview information. If the user 
150 does not wish to license the file 100 (as determined at step 312), 
then the process 300 for playing a file 100 is completed (step 314). If 
the user 150 does choose to purchase a product license 154 for the 
product 100, then process 400 for obtaining a file license is 
performed. Process 400 is described below in more detail in 
connection with Figure 7. 

Whether a valid product license 154 is determined to exist at 
step 304, or whether a new product license 154 is purchased through 
process 400, it is possible to then play the complete contents 104 of 
the product file 100. This is accomplished by reading the decryption 
key from the product license 154 in step 316, and then decrypting 
content 104 with this key in step 318. The decrypted content 104 is 
then performed by player 152 in step 320, and the process 300 
completes at step 314. 

5. Verifying an Existing Product License 350 

The process 350 of verifying an existing product license is 
shown in the flowchart of Figure 6. The first step 352 is to examine 
the product file 100 to determine the product ID 102. The player 152 
then examines all of the product licenses 154 available to the user 
150 in search for a product license 154 that contains the same 
product ID 102 (step 354). The product licenses 154 can be stored on 
the computer of user 150 in a variety of ways. For instance, each 
product license 154 could exist in its own independent file. 
Alternatively, the product license 154 could form part of a registry or 



-15- 



other service database maintained by the operating system 164 of the 
computer. The product licenses 154 could even consist of an entry in 
a database, plain file, or structured file that is maintained by player 
software 152 in a customized format. 

After searching, it must be determined if any applicable 
product licenses 154 were found (step 356). If not, the process 350 has 
determined that the product 100 is not licensed, and the process 350 
ends with that result in step 358. If a product license 154 was found 
containing the correct product ID 102, then that product license 154 
is examined to determine the user ID 156 for that license 154 (step 
360). The user license 160 for the current user 150 is then examined 
to see if its user ID 156 matches the user ID 156 of the product license 
154 (step 362). If not, the product 100 is not properly licensed and the 
process 350 ends at step 358. 

If the user IDs 156 match, the player software 152 then 
examines the operating system ID 162 that was stored with the user 
license 160 (step 364). This OS ID 162 is then compared to the 
identification that is returned live from the operating system 164. 
The OS ID 162 is basically some identification that is unique to the 
currently operating computer or the current user of the operating 
computer. For example, in the Windows 95/98 operating system 
from Microsoft Corporation (Redmond, WA), the OS ID 162 can be 
the registered user's name for the operating system. While different 
operating systems have different types of system values that are 
retrieved in different ways, the player software 152 should be able to 
extract some type of identifying information from the operating 
system 164 in which it operates. If step 366 determines that the two 
retrieved OS IDs 162 do not match, then the process 350 ends with 
no valid license at step 358. If the OS IDs 162 do match, process 350 
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ends by returning a value indicating that a valid license for the file 
100 has been found (step 368). 

This last step of examining the OS IDs 162 is useful in 
verifying that the user license 160 was created or otherwise 
appropriate for this computing environment. This helps to prevent 
the "sharing" of user licenses 160 between differing users 150. 
However, since the user license 160 will contain personal, private 
financial information about a user 150, namely the user's credit card 
information, there is already a strong disincentive against sharing a 
user license 160. Thus, it would be well within the scope of the 
present invention to skip steps 364 and 366 in process 350, and rely 
on the existence of private information in the user license 160 to 
prevent the sharing of user licenses 160. 

6. Obtaining a File License 400 

The process 400 for obtaining a product file license 154 is 
shown in the flowchart of Figure 7. Before anything else in process 
400, the player software 152 must verify that the current user 150 is 
known to the license server 136. This is done by checking for and 
verif)dng the current user license 160, a process 450 which is 
described in detail below in connection with Figure 8. 

Once a valid user license 160 has been identified by process 
450, the information in the user license 160 will be presented to the 
user 150 for verification (step 402). Of course, this step 402 could 
optionally be skipped if the user 150 had just created their user 
license 160 in process 450. Generally, the information will be 
presented visually to the user 150 in this step 402, and the user 150 
will be given the opportunity to change any of the relevant 
information. Among the information shown will be the credit card 
number that was previously used by the user 150. Because most 
users 150 would be very reluctant to let others see their credit card 
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number, the showing of the number to the user 150 at this stage 
should serve as a deterrent to users 150 sharing their user licenses 
160 and their passwords with other users. In addition to a credit card 
number, it is well within the scope of the present invention to use 
other private information for payment purposes and for providing 
a disincentive toward sharing a user license. Examples of such 
information include a bank account number, gift certificate number, 
a debit card number, and a stored value card number. Non-financial 
related information could also be used solely to help prevent the 
sharing a user license, including a social security number, or even a 
home address and telephone number. 

Once the user 150 has validated the information from their 
user license 160, the player software 152 randomly generates a new 
3DES session key. This session key will be used to encrypt the 
information contained in the product license 154 that will be 
retrieved from the license server 136. Because the 3DES encryption 
scheme is a symmetrical encryption scheme, and because the player 
software 152 randomly generates the 3DES key, it is necessary to 
securely transmit this new key to the license server 136. This is 
accomplished by encrypting this new key using a public key for 
which only the license server 136 knows the matching private key. 
This is all accomplished in step 404. 

The player software 152 next submits to the license server 136 
a request for a new product license 154 (step 406). This submission 
includes the appropriate product ID 102, the user ID 156 of the user 
150, the vendor ID 120 found in file 100, the encrypted 3DES session 
key, and any changes to the user profile made by user 150. 

The license server 136 will then decrypt the session key with 
its private key (step 408). The next step 410 is to access the product 
information stored in database 134 to obtain the license price and 
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decryption key for the product file 100. Although the license price is 
probably also stored with product file 100, it may be wise to verify 
this license price against the database even if the license price was 
submitted along with other information in step 406. The vendor ID 
120 can also be verified against the vendor ID 120 associated with the 
product entry in database 134. Alternatively, the vendor ID 120 could 
be excluded from the submission of step 406, with the vendor ID 120 
simply being determined through the database 134. Of course, the 
decryption key (which is the same as the encryption key created in 
step 254) is stored only in database 134 and is not found in product 
file 100. 

In step 412, the license server 136 then requests that the 
payment service 170 make a payment from the user 150 in favor of 
the vendor 110 identified by the vendor ID 120. In the preferred 
embodiment, all communications by the license server 136 to the 
payment service 170 are handled by the payment authorization 
component 144, as shown in Figure 2. Typically, the payment 
authorization component 144 uses external credit card gateways as 
the payment service 170. The license server 136 can submit the 
payment request as if the request is coming from any of the vendors 
110 that might be identified in the vendor ID 120. In this way, 
payment will be made directly from the payment service 170 to the 
vendor 110. Typically, the license provider 130 will collect some 
payment for its service. When the payment from the payment 
service 170 goes directly to the vendor 110, the license provider 170 
must track these license purchases in its database and the regularly 
bill the vendor 110. Alternatively, the payment request can be made 
in favor of the license provider 130 itself. In this case, the license 
provider 130 will track license purchases in its database and make 
regular payments to vendors 110. 
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The payment authorization component 144 can do some 
validity preprocessing of the payment information before 
submission of the request to the payment service 170. Examples of 
preprocessing that are done in the preferred embodiment of the 
present invention include verifying the structure of the credit card 
number, such as by examining the starting digit and the total 
number of digits. 

The payment service 170 will then indicate to the license 
server 136 whether payment was actually made. If step 414 indicates 
that no payment was made (for instance, because the credit card 
number was invalid), the process for obtaining a file license 400 
terminates at step 416 with no license issued. 

If the payment if verified, then the license server 136 creates a 
product license entry 148 into database 134 (step 418). At a 
minimum, the license entry will contain the product ID 102, the 
user ID 156 and the decryption key 158. It is possible to develop a 
license that is has limitations in it, such as date limitations or site 
limitations. If such limitations are desired, those limitations would 
be inserted into the database 134 as part of the license entry 148. The 
limitations would also appear inside the product license 154. It 
would be up to the player software 152 to interpret and enforce 
license limitations when it reads a product license 154 containing 
such limitations. 

The license server 136 should also save to database 134 any 
changes to the user data that were submitted in step 406. This is 
done in step 420. In addition, it may be useful to maintain data on 
all licenses furnished by the license server 136 for purposes of both 
billing the vendor 110 and to allow vendor to see product license 
information and trends. Information that would allow this kind of 
tracking, such as customers'" names, dates of purchase and total 
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purchase amounts, is stored in a transactions database entry made to 
database 134 in step 422. 

The license server 136 must then return the product license 
154 to the player software 152 (step 424). In order to ensure secure 
transit of the product license 154, the product license 154 is first 
encrypted using the 3DES session key generated in step 404. When 
the product license 154 is received by player software 152, it is 
decrypted with the session key and then saved for later use in step 
426. The product license 154 is always stored in an encrypted format 
to keep it protected. The process of obtaining a file license 400 is then 
completed with the license issued at step 428. 

7. Verifying a User License 450 

The process for verifying a user license is shown as process 
450 in Figure 8. The first step 452 is to determine whether a user 
license 160 exists. If so, the user 150 is asked to enter the password 
163 for the user license 160 (step 454). If the user is successfully able 
to enter the password 163 that was stored with the user license 160, 
which is checked in step 456, then the user license 160 has been 
verified and process 450 terminates at step 458. 

If a user license 160 does not exist, or if the user 150 is not able 
to successfully enter a password, then it is necessary to create a new 
user license 160. This is done by having the user 150 enter personal 
information such as name, address, e-mail address, as well as a 
password 163 and a valid credit card number (step 460). The player 
software 152 will then obtain the OS ID 162 from the operating 
system 164 (step 462). All of this information is then transmitted to 
the license server 136 in step 464. 

Upon receipt of a request for a new user license 160, the 
license server 136 will create a new entry in the users portion 147 of 
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database 134 (step 466). When this is done, the license server 136 or 
the database 134 generates a new user ID 156 and saves it in the 
database with the user information (step 468). The newly created 
user ID 156 is then transmitted back to the player software 152 along 
with the other components of the user license 160, including the OS 
ID 162 and the password 163 (step 470). Alternatively, only the user 
ID 468 could be returned and then combined with the information 
obtained by the player software 152 in steps 460 and 462 to create the 
user license 160. The last step 472 is to save the user license 160 so 
that it can be retrieved at a later date. The user license 160 will be 
stored in an encrypted format, preferably using the 3DES technology. 
The process 450 then terminates at step 458. 

8. License Restoration Process 

Users 150 are authorized to transfer user licenses between 
machines a limited number of times. If the license is transferred 
without any interaction with the player software 152 or the license 
server 136, the transfer will be unsuccessful because a user license 
160 is tied to a specific machine through the OS ID 162. If the license 
were merely moved without changing the embedded OS ID 162, 
there would not be a match in step 366, and the user license 160 
would be ineffectual. 

To accomplish the transfer of user licenses 160, the player 
software 152 has the ability to save the license information to a safe 
location such as a floppy disk. If the hard disk containing the user 
license 160 then crashes, the user 150 can restore the user license 160 
through the player software 152. To do so, the player software 152 
requires the user 150 to enter the correct password 162. Then the 
player software 152 contacts the license server with request to 
recover a user license 152. This request would contain basically the 
same information sent to the license server 136 in step 464, 
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including the new OS ID 162, as well as the User ID 156 that is being 
recovered. Assuming that user has not restored their user license 
160 more than the pre-determined limit, the license server 136 will 
return a new user license 160 that will work with the new OS ID 162. 

The license server 136 keeps track of the number of times 
license restoration is attempted by a user 150. A limit is placed on 
how many times one can restore licenses from the license server 
136. If credit card numbers are not always required to obtain a user 
license 160, then a lower limit for restorations can be placed on users 
150 whose user license 160 does not contain credit cart information. 
Using this technique, it is possible to move a user license 160 to a 
different computer, albeit only limited number of times. 

If a hard drive is lost, not only is the user license 160 lost, but 
so also are all of the product license 154 that were on the drive. 
Consequently, player software 152 also allows a user 150 with a valid 
user license to query database 134 and download all known product 
licenses 154 for the user's user ID 160 that are not currently on the 
hard drive. In this way, a user can secure his or her licenses merely 
by backing up the user license to a floppy disk through the utility 
provided by player software 152. It is also possible in this manner to 
have a duplicate set of user license 160 and product licenses 154 on 
multiple computers. 

9. Database 134 

As shown in Figure 2, database 134 contains numerous sub- 
databases or tables, including vendors 145, products 146, users 147, 
and product licenses 148. A more complete definition of the database 
134 is shown in Figure 9. As seen in that figure, the database 134 is a 
relational database comprising many related tables, such as vendor 
table 145, product table 146, user table (labeled // Customer // ) 147, and 
product license table (labeled "License") 148. Because of the 
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relational nature of the preferred embodiment of database 134, some 
of the information shown in a single table in Figure 2 is actually 
contained in multiple tables in Figure 9. For instance, the decryption 
keys are actually stored in a "Product Extended" table 146a, while the 
product price is actually stored in a related "Product Price" table 
146b. 



Although an illustrative version of the system and method is 
shown, it should be clear that many modifications to the system and 
method may be made without departing from the scope of the 
invention. For instance, the flow charts described above requested 
that a user 150 enter the password stored in the user license 160 only 
when the user 150 was purchasing a new product license 154. No 
password was required when the user 150 was merely playing a file 

* 

100 under an existing product license 154. It would be well within 
the scope of the present invention to require that the password be 
entered by the user 150 whenever the user license 160 is accessed to 
validate a product license 154. Alternatively, the password could be 
required just once each time the player software 152 is activated. 
Many possible combinations of features and elements are possible 
within the scope of the present invention, and therefore the scope 
thereof should be limited only by the following claims. 
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What Is Claimed Is: 

1. A method for verifying that a user is licensed to access digital content 
within a content file comprising: 

a) obtaining a product ID from the content file; 

b) comparing the product ID from the content file with a second 
product ID found in a product license; 

c) obtaining a user ID from the product license; and 

d) comparing the user ID from the product license with a second user 
ID found in a user license. 

2. The method of claim 1, wherein the user license further contains personal 
information that is accessible to the user, such that the user would be 
reluctant to share the user license with other users. 

3. The method of claim 2, wherein the personal information is a financial 
access number allowing access to financial resources of the user. 

4. The method of claim 3, wherein the financial access number is a credit 
card number. 

5. The method of claim 3, wherein the financial access number is of a type 
chosen from the following set: a bank account number, a gift certificate 
number, a debit card number, and a stored value card number. 

6. The method of claim 1, further comprising: 

e) obtaining identifying system information from the user license; and 

f) comparing the identifying system information from the user license 
with identifying information obtained from a computer operating 
system being used by the user to access the digital content. 

7. The method of claim 1, further comprising: 

e) allowing access to a first portion of the digital content when the 
comparisons of step b) and d) both result in successful comparisons. 

8. The method of claim 7, further comprising: 

f) allowing access to a second portion of the digital content when 
either of the comparisons of step b) and d) are not successful. 
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9. The method of claim 8, wherein the first portion of the digital content is 
encrypted and the second portion of the digital content is not encrypted. 

m 

10. The method of claim 7, wherein the first portion of the digital content is 
encrypted using a product encryption key. 

11. The method of claim 10, wherein the product encryption key is found in 
the product license. 

12. A method for allowing a user on a computer to access encrypted digital 
content found in a content file comprising: 

a) accessing the content file to determine a product identifier found 
within the content file; 

b) finding an appropriate product license that has the same product 
identifier as that found in the content file, the appropriate product 
license being located in a storage area accessible by the computer; 

c) accessing the appropriate product license to determine a licensed 
user identifier associated with the product license; 

d) finding an appropriate user license that has the same user identifier 
as that found in the appropriate product license; 

e) accessing the appropriate product license to determine a decryption 
key associated with the product license; and 

f) decrypting the encrypted digital content using the decryption key. 

13. The method of claim 12, wherein non-encrypted data is found in the 
content file containing the encrypted digital content, and further wherein 
the non-encrypted data is accessible when the appropriate product license 
or the appropriate user license is not found. 

14. The method of claim 13, wherein an option to purchase full access rights 
to the encrypted digital data is presented to the user when the appropriate 
product license or the appropriate user license is not found. 

15. A method for registering digital content found at a first location with a 
remotely located license generator over a network comprising: 

a) creating a session encryption key at the first location; 
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b) encoding the session encryption key using a public key of the 
remotely located license generator; 

c) transmitting the encoded session encryption key and information 
relating to the digital content from the first location to the remotely 
located license generator over the network; 

d) decoding the session encryption key using a private key of the 
license generator; 

e) generating a content identifier at the license generator; 

f) associating the content identifier with the information relating to 
the digital content; 

g) encrypting the content identifier using the session encryption key; 

h) transmitting the encrypted content identifier to the first location 
over the network; and 

i) decrypting the content identifier using the session encryption key. 

16. The method of claim 15, wherein the network is a public network. 

17. The method of claim 16, wherein the public network is the Internet. 

18. The method of claim 15, wherein the content identifier and the 
information relating to the digital content is associated in a database 
accessible by the remotely located license generator. 

19. The method of claim 15, further comprising: 

j) combining the content identifier with the digital content in a single 
file. 

20. The method of claim 15, further comprising: 

j) generating a product encryption key at the license generator when 

the content identifier is generated in step e); 
k) associating the product encryption key with the content identifier; 

and 

1) transmitting the product encryption key to the first location over 
the network. 

21. The method of claim 20, wherein the product encryption key is encrypted 
using the session encryption key before the step of transmitting the 
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product encryption key, and wherein the product encryption key is 
decrypted after the transmitting step. 

22. The method of claim 20, further comprising: 

m) combining the content identifier with the digital content in a 
content file; and 

n) encrypting at least a portion of the digital content in the content file 
using the product encryption key. 

23. The method of claim 22, wherein at least a portion of the content file is 
unencrypting, further comprising: 

o) allowing access to the unencrypted portions of the content file when 

a the first location does not have access to a product license 

associated with the content identifier; and 
p) allowing access to the encrypted portions of the content file when 

the first location does have access to a product license associated the 

content identifier. 

24. A method for encrypting digital content found at a first location using a 
product encryption key generated at a second location via communications 
over a computer network; the method comprising: 

a) creating a session encryption key at the first location; 

b) encoding the session encryption key using a public key; 

c) transmitting the encoded session encryption key and information 
relating to the digital content from the first location to the second 
location over the network; 

d) decoding the session encryption key using a private key; 

e) generating a product encryption key at the second location; 

f) associating the product encryption key with the information 
relating to the digital content; 

g) encrypting the product encryption key using the session encryption 
key; 
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h) transmitting the product encryption key to the first location over 
the network; 

i) decrypting the product encryption key using the session encryption 
key; and 

j) encrypting at least a portion of the digital content with the product 
encryption key. 

25. The method of claim 24, wherein the product encryption key and the 
information relating to the digital content is associated in a database. 

26. A method of obtaining a product license for digital data, where the product 
license is associated with a user and is obtained from a remote license 
generator over a computer network, the method comprising: 

a) obtaining a user license from the remote license generator over the 
computer network, the user license containing a user identifier that 
uniquely identifies the user to the remote license generator; 

b) storing the user license at a location that allows the user to retrieve 
and examine the user license without further interaction with the 
remote license generator; 

c) ascertaining a product identifier from the digital data; 

d) sending a request for the product license from the user to the 
remote license generator over the network, the request including 
the product identifier and the user identifier; 

e) generating the product license at the remote license generator, the 
product license containing the product identifier and the user 
identifier; 

f) transmitting the product license over the network back to the user; 
and 

g) storing the product license at a location that allows the user to 
retrieve and examine the product license without further 
interaction with the remote license generator. 
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27. The method of claim 26, wherein step d) further includes the following 
substeps: 

i) generating a session key; 

ii) encrypting the session key using a public key associated with 
the remote license generator; 

iii) transmitting the encrypted session key with the request for 
the product license. 

28. The method of claim 27, wherein step f) further includes the following 
substeps: 

i) decrypting the session key using a private key associated with 
the remote license generator; 

ii) encrypting the product license using the session key; and 

iii) transmitting the encrypted product license to the user over 
the network; 

and further wherein the product license is decrypted by the user using the 
session key before the product license is stored in step g). 

29. The method of claim 26, wherein the digital data is encrypted using a 
unique encryption key known to the remote license generator, and further 
wherein the product license generated by the remote license generator 
includes the unique encryption key for the digital data. 

30. The method of claim 29, wherein step d) further includes the following 
sub-steps: 

i) generating a session key; 

ii) encrypting the session key using a public key associated with 
the remote license generator; 

iii) transmitting the encrypted session key with the request for 
the product license. 
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31. The method of claim 30, wherein step f) further includes the following 
sub-steps: 

i) decrypting the session key using a private key associated with 
the remote license generator; 

ii) encrypting the product license using the session key; and 

iii) transmitting the encrypted product license to the user over 
the network; 

and further wherein the product license is decrypted by the user using the 
session key before the product license is stored in step g). 

32. A method for authorizing user access to a system for licensing digital data, 
the method comprising: 

a) receiving data over a computer network from the user including 
identifying information and confidential payment data; 

b) assigning a user identification to the user; 

c) storing the user identification, the identifying information and the 
confidential payment data in a central user database; 

d) storing the user identification, the identifying information, and the 
confidential payment data as a user license at a location accessible to 
the user without further interaction with the central user database; 

e) accessing a product specific license when the user wishes to access a 
product, the product specific license containing a licensed user 
identification; and 

f) comparing the licensed user identification with the user 
identification found in the user license for the user. 

33. The method of claim 32, further comprising: 

g) showing the confidential payment data found in the user license to 
the user at a time after the initial storing of the user license in step 
d), so as to discourage the sharing of a user license with other users. 

34. A method for managing licenses for digital data comprising: 
a) assigning a vendor ID to owners of rights in digital data; 
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b) registering a collection of digital data as a product with a product 
database, and assigning a product ID and an encryption key to the 
product; 

c) storing the product ID and the encryption key with the vendor ID in 
the product database; 

d) encrypting at least a portion of the collection of digital data with the 
encryption key, and 

e) storing the encrypted digital data and product ID in a product file. 

35. The method of claim 34, further comprising: 

f) assigning a user ID to a user who desires access to the encrypted 
digital data; 

g) storing the user ID and a payment mechanism in a user database; 

and 

h) storing the user ID and the payment mechanism electronically as a 
user license such that the user can access the user license without 
referring to the user database. 

36. The method of claim 35, further comprising: 

i) receiving a request from the user to purchase access to the product 
file, the request including the product ID and the user ID; 

j) verifying that the product ID is found in the product database and 

the user ID is found in the user database; 
k) using the payment mechanism stored in the user database with the 

user ID to secure payment; 
1) storing the user ID and the product ID in a product license database; 

and 

m) storing as a product license the encryption key associated with the 
product ID in the product database along with the user ID and the 
product ID, such that the user can access the product license without 
referring to the product license database. 
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37. The method of claim 36, further comprising: 

n) in response to a request by the user to access the product file, 

searching for the product license containing the product ID of the 
product file; 

o) comparing the user ID in the found product license with the user ID 
found in an accessible user license; 

p) using the encryption key in the found product license to decrypt the 
encrypted digital data found in the product file. 

38. The method of claim 37, wherein the product database, the user database, 
and the product license database are combined into a single database. 

39. A system for managing licenses to digital data comprising: 

a) a producer software program for encrypting digital data and 
including with the encrypted digital data a product identifier; 

b) a player software program capable of decrypting the encrypted digital 
data, the player software having associated with it 

i) at least one product license having a product identifier, a user 
identifier, and a decryption key; and 

ii) a user license having a user ID. 

40. The system of claim 39, wherein the player software is able to purchase 
additional product licenses, and further comprising: 

c) a license provider having a database of products, users, and product 
licenses, wherein 

i) the database of products contains multiple entries, with each 
entry having the product identifier, a vendor identifier, and a 
decryption key, 

ii) the database of users contains multiple entries, with each 
entry having a user identifier and a mechanism for payment 
by the user, and 
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the database of product licenses contains multiple entries, 
with each entry having a product identifier and a user 
identifier. 
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